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CHARACTERISTICS OF IOT
APPLICATIONS IN EDGE-CLOUD

In this section, we will explore the defining
characteristics of IoT applications
operating within the Edge-Cloud
computing framework. This model
enhances data processing and analysis
for the growing number of connected

devices.
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REAL-TIME PROCESSING

. 10T applications et —
require real-time processing of data to —~ e reacive

facilitate time-sensitive tasks such as
Industrial automation, healthcare

monitoring, and autonomous vehicles. The N L === N
: and ti o a T processing involves
Edge-Cloud architecture enables . Paaccs % e

Immediate data analysis, significantly
reducing latency and enhancing

application responsiveness. o

Real time processing
works independently
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SCALABILITY

. Given the vast number of
devices generating massive data,
scalability is essential. The Edge-Cloud
model efficiently distributes data
processing across edge devices and cloud
infrastructure, accommodating the

Increasing volume of connected devices
and data. l |
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RELIABILITY

. 10T applications often operate
in dynamic environments with unreliable
network connectivity. The Edge-Cloud
architecture enhances reliability by
allowing local data processing and
storage, thereby minimising dependency
on constant network connections.




LOW LATENCY
COMMUNICATION

Low-latency Communication: Certain
applications, like autonomous vehicles or
real-time monitoring systems, demand
low-latency communication. The Edge-
Cloud model facilitates localised data
processing, ensuring timely decision-
making and improved performance by
reducing communication delays.
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Intelligence at the Edge: Roadblocks to Adoption

While the Edge-Cloud model offers \/5“‘”1"3"55_"?”_“_*'1"_‘“1“[“1“? ___________________________ |

—, ; There are no existing industry standards 1o define I Existing benchmarking tools and practices arenot |
| ] }'Et miature and require smnfcanl research, I

; the legal, social, and ethical aspects of using edge

numerous benefits, it also presents ) ) ks

___________________ Al o - e o oo o o s s o

specific challenges that must be Tinfrastructore 1

. . . . ; The presence of legacy industrial | I L‘.arrcem about information security over new I

addressed to optimise 0T applications. ﬁ E,\E s e e |
Factors $ecurll1.r and Privacy

Rastrainlng " ! Musitude of harmiul industrial 1 :-Ng;-g-r s;c:ﬂ-:,r r;s;ur;g;azu; e:dg;;r:;,g- o :

Adoption , enwironments affects the usage of I, metwork would be required to comprehensively [

- e e o o o it SR !

Software Frameworks —_ ___________ _ _ _____.

C%} . Tttt s T T 1| This is 1o support tasks and execute workioads i

| Mew software framewarks and toolkits have to | 1aking into account the heterageneaity of hardware I

| be developed for edge inteligence workflows, I. and platforms., and the capacity of resourcesin the |

L e e e e e e e e e Iy workflow. o ___ [

| Edge analytics solution providers have a major role to play in making manufacturers understand the |
| impactof advanced technologies and edge intelligence in the manufacturing industry.
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SECURITY AND PRIVACY QC DEC

LACK OF
SECURE UPDATE LACK OF
LACK OF SYSTEM RESOURCES
PHYSICAL

- 10T applications BARRERS O\ /O
gtk R UNCLEAR

handle sensitive data, making security and R L
privacy paramount. The Edge-Cloud : INTERNET OF THINGS
model adds vulnerabilities due to data T SECURITY CHALLENGES

OR OUTDATED

transfer and processing at edge devices. COMPONENTS

LEGACY
O1 LIABILITIES

OF PRODUCTIVITY
IOT CHALLENGES FOR DEVICES ENVIRONMENTAL IOT CHALLENGES
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Implementing robust security measures,
such as encryption and access control, is '
essential to safeguard data. iy e

INSECURE DATA L@
STORAGE AND
TRANSFER
INSECURE

NETWORK O
SERVICES




RESOURCE MANAGEMENT

Resource Management: Edge devices
are often constrained in terms of
computing power, storage, and energy
resources. Effective resource
management is critical for optimal
utilisation and extending battery life.
Intelligent resource allocation and load
balancing are necessary for efficient
workload distribution.

Resource

allocation

Resource Resource
utilization management RQSOUI‘GG
techniques | 0Ll

Resource
forecasting
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INTEROPERABILITY

. With diverse devices and
protocols in 10T applications, ensuring
interoperability can be challenging.
Seamless communication between
different devices is crucial, particularly in
large deployments. Standardisation
efforts, including common communication
protocols and data formats, are vital for
overcoming interoperability issues.
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loT Interoperability Permutations

Over-the-Top
Interoperability

Application
(App#1)

Platform-enabled
interoperability

Middleware Platform fhorizonal) Middleware Platform
(MP#1) (MP#2)

Platform-enabled
interoperability
(vertical)

Sensor#l -
(vendor A) Gateway#2
Vendor
m

Interoperability
SOURCE: more-with-mobile.com (2017)

Sensor#l
(Vendor B)
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NETWORK CONGESTION i A

. The high number of
connected devices may lead to network
congestion, resulting in increased latency
and reduced performance. The Edge- 108
Cloud architecture aims to mitigate this by , Edge coud latent
preprocessing data at the edge and only
sending relevant information to the cloud.
However, careful network planning and
optimisation are still required for efficient
data transmission.
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In summary, loT applications in the Edge- , /@\ Creating better
Cloud environment exhibit key < enterprise solutions

characteristics such as _ N\
Integrating smarter /ﬁ ,
&

) ) ’ and homes
. However,

they also face challenges related to @ Innovating

’ agriculture

, , and

. Understanding Bullding smaner . @
these factors is crucial for developers and
architects to design effective Edge-Cloud ,

. . . Upgradi |

solutions for 10T applications. @ RS rlansGEm

' 0O " chain management
Transforming m
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